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Agenda
Who is illustro
The proliferation of information

The Insider Threat – Do You Know?The Insider Threat Do You Know?
Solutions and Best Practice – a primer
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This is no way meant to be an exhaustive list of a way of ensuring you are compliant with any regulations.
It’s not even an exhaustive list of all the regulations, let alone how to be compliant. 

This is intended to be a primer on the concept, and we cannot even guarantee that it is an exhaustive primer. 
If any of these were true, we’d all be exhausted.

Certified under SDForum Regulation 2.678-SCC.2007

illustro Systems International, LLC…

Privately held firm based in Dallas, Texas
Focus is on bridging the gaps for Enterprise 
data centers
Network of partnerships

IBM Business Partner
IntellinX
International sales partnerships

Customers across all industries depend on 
illustro Corporate Headquarters at the 

Infomart—Dallas, Texas
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Customers across all industries depend on 
illustro
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illustro Systems International, LLC… 
Moore-Handley, Inc.
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illustro’s               Network Security
Complete, turnkey solution —
delivered completely ready to use
Works with any TCP/IP Stack, 
Works for HTTP (Web), FTP, 
Telnet and other applicationsTelnet and other applications
Supports SSL 3.0 and TLS 1.0 
Supports encryption algorithms 
including Triple DES, DES, both 
AES 128-bit and 256-bit 
RSA certified public/private 
encryption
Supports most 3rd Party SSL 
Certificates (Verisign, etc.) 
Supports self-signed certificates  
Audit log Redundant hardware for 

l b l
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maximum reliability 
Dual embedded 10/100/Gigabit 
NICs – Token-Ring capable
Live demo available at 
www.illustro.com/icya.htm

Mainframe 
Backup Protection
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Information, Information
And now, a plethora of regulations to 
comply with, e.g. SOX/GLBA/HIPAA
All regs are motivated by the same All regs are motivated by the same 
phenomena

Internet suddenly (literally) connected 
millions of heretofore separate systems
Vast quantity of information suddenly 
available
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available
Common access (Web) and other methods 
made it relatively easy to obtain

The Accepted was Suddenly 
Very, Very Bad

Procedures that were de facto for 
decades were suddenly violationsdecades were suddenly violations

Social Security Numbers as ID 
(military/schools/medical)
IT backup tapes sent off site
All “insiders” (employees, internal users) 
were doing what they were supposed to 
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were doing what they were supposed to 
Even affected non-IT procedures

No more telephone information
Fax authorization forms
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Fear – The Media Helps
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The Insider Threat

SDForum-12Copyright © 2008 illustro Systems International, LLC

iBrowse



SDForum Security SIG
Palo Alto, CA
July 24, 2008

Understanding the Insider Threat in IT

Page 7Copyright © 2008 illustro Systems International, LLC

Occupational Fraud – ACFE Study

Occupational fraud and abuse imposes enormous 
costs on organizations. The median loss caused by the 
occupational frauds in this study was $159 000  Nearly occupational frauds in this study was $159,000. Nearly 
one-quarter of the cases caused at least $1 million in 
losses and nine cases caused losses of $1 billion or more.  

Participants in our study estimate U.S. organizations lose 
5% of their annual revenues to fraud. Applied to the 
estimated 2006 United States Gross Domestic Product, 
this 5% figure would translate to 
approximately $652 billion in fraud losses. In 2004, 
participants estimated 6% of revenue was lost to fraud
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participants estimated 6% of revenue was lost to fraud.

Occupational fraud schemes can be very difficult to 
detect. The median length of the schemes in our study 
was 18 months from the time the fraud began until the 
time it was detected.

The Insider Threat

Excluding mining, which only had one case 
(costing $17 million), the highest losses 

d i th h l l t d i d toccurred in the wholesale trade industry, 
which had a median loss of $1 million among 
30 cases. 

Next highest were construction, with a 
median loss of $500,000 among 35 cases, 
and manufacturing, with a median loss of 
$413,000 among 101 cases. 
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Among the industries that showed the lowest 
median losses were retail (median loss of 
$80,000 among 75 cases) and government 
and public administration (median loss of 
$82,000 among 110 cases).
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The following chart shows 
the distribution of cases the distribution of cases 
among the four 
organization types, and 
also illustrates the median 
loss for cases in each 
group. As we can see, 
privately held and publicly 
traded companies were 
not only the most heavily 
represented organization 
types  they also suffered 
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types, they also suffered 
the largest losses, at 
$210,000 and $200,000 
respectively.
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10The sum of percentages in this chart exceeds 100% because in some cases respondents identified more than 
one detection method. The same is true for all charts in this Report showing how occupational frauds were 
detected.
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The Perpetrators

The perpetrators of 
occupational fraud are the
people who use their 
positions within an 
organization for personal 
enrichment through the 
deliberate misuse or 
misapplication of the
organization’s resources or 
assets.
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The Perpetrators…
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Source: ACFE Report to the Nation 2006
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The Perpetrators…
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Source: ACFE Report to the Nation 2006

The Perpetrators…
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Source: ACFE Report to the Nation 2006
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"The fact that internal incidents don't garner media 
coverage isn't because they don't happen...they simply 

Why Don’t We Hear More?

In 78% of the incidents, the insiders were authorized 
users utilizing Simple, legitimate user commands

The US Secret Ser ice research (J ne 2005)

are not made public, or even worse, remain undetected“

Ernst & Young Security Survey

SDForum-23Copyright © 2008 illustro Systems International, LLC

The US Secret Service research (June 2005)

Keeping it Quiet
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Source: ACFE Report to the Nation 2006
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Real Cases: Employee Fraud 

Capital Financial – March 2006
26 customers lost 328,000 Pounds; fined for having poor anti-26 customers lost 328,000 Pounds; fined for having poor anti
fraud controls – 300,000 pounds. 

BNP Paribas Private Bank – May 2007
Fraudulent transfer of 1.4 million pounds out of clients’ accounts 
without permission; fined 350,000 pounds for weaknesses in 
systems and controls
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Commerce Bancorp – November 2007
Employee leaked confidential customer information

Insider Threat in Banking & Finance
US Secret Service research (6/2005)

Most incidents studied required little technical sophistication

In 87% of the cases studied, the insiders employed simple, 
legitimate user commands to carry out the incidents

In 78% of the incidents, the insiders were authorized users 
with active computer accounts at the time of the incident

Only 23% of the insiders were employed in technical 
positions, with 17% of the insiders possessing system 
administrator/root access within the organization
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In 74% of the cases, after detection, the insiders’ identities 
were obtained using system logs
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The Audit Trail Challenge 

The Fact - Many organizations have 
logs of update actions only, excluding 
queries

The problem - Not Sufficient for Privacy 
Protection regulations 

The Challenge – Include all user actions 
in the log
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g
Sufficient for privacy regulations compliance 

as well as fraud detection

Every Element is Secured……Except for User Access…Except for User Access
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Existing Fraud Detection 
Solutions

Analyze data stores - limited tracking of end-user 
actions and only after the fact

Analyze system output (transactions, emails, etc.) 
– analyze traceable outputs only

Visibility into end user actions requires 
intervention in thousands of application programs

Bottom Line
No visibility into end-user actions, 
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especially queries and other actions that do not leave traces 
in the systems databases and outputs

Solutions? 

No quick fixes---in many cases these 
are long entrenched procedures  are long entrenched procedures, 
programs, and data stores that need to 
be adapted
Awareness is the start of the equation
Stretches to all facets of information 
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handling, not just IT
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Different Approaches to Insider 
Threat

The only solution that non-
invasively captures & analyzes 

t l b h i di l d
Network Content 

Filtering Tools Web

Application 
Server

Application 
Screens

End-User

D t B

actual user behavior as displayed 
on application screens

Filtering Tools
Bypassing Content Filtering

Sensitive information displayed   
on-screen can be easily leaked by 
writing it down or photographing 
the screen with mobile phone, 
bypassing Content Filtering 

Fraud Detection 
Tools
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DataBase Logs Local 
Devices

Log Aggregation 
Tools

Fraud Detection Limitations

• Analyze only traces found in database
• No visibility to user behavior
• No visibility to query transactions

End-Point Content 
Filtering ToolsLog Aggregation Limitations

• Do not capture user behavior
• Do not cover all applications 
• Typically do not include query transactions

System Access Audit 
Appliance

Captures and records 100% of all 3270,  5250 
or Web screens passing through the networkor Web screens passing through the network
Data is saved to relational database for 
subsequent retrieval and search
Sessions can be replayed using VCR like 
interface
Specific alerts can be setup for defined events
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Specific alerts can be setup for defined events
Non-invasive—uses zero mainframe resources
Complete, turnkey network appliance, zero 
setup time
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Record and Replay - Corporate “BLACK BOX”

Record all end user interaction with back 

System Access 
Audit Appliance

Record all end user interaction with back 
office systems

Replay complete user sessions 

“Google like” search on screen content

Analytics Engine 
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Real time rules track user behavior 
patterns and detect internal fraud

New rules may be applied after-the-fact to 
pre-recorded data

System Access 
Audit Appliance

User Activity Replay Demo 
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Real Case Demo 
Leaking Information of 
Celebrities (VIP)
There has been an indication that sensitive information pertaining to 
account number 5180774 has been leaked from inside the organization to 
an external source sometime between April 16th and 23rd of 2006.
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Intellinx Ltd All

Real Case Demo 
IT personnel: risk of sabotage?
There has been indication that mainframe program TRAN023 has been 
performing strange database activity which cannot be explained.
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Detecting internal fraud

Granular Audit Trail allows detailed investigation

System Access 
Audit Appliance

Example: Search for all the users who accessed a specific account number

Adding Controls to sensitive processes
Example: Alert on updating credit limit that exceeds $100,000

Identify user Behavior patterns
Examples: 

Excessive usage of specific transactions

Odd hours usage of specific processes
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g p p

Excessive access to high profile accounts

Tracking privileged users actions
Example: Update of sensitive data in the production environment by the DBA
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Regulatory Compliance

P i  R l ti  GLBA  HIPAA  CA SB 1386

System Access 
Audit Appliance

Privacy Regulations – GLBA, HIPAA, CA SB 1386

Detailed logging: Who? Did What? To which data? When? Where 
from? How?

Read access included in the audit trail

Sarbanes-Oxley

Add effective controls to sensitive processes that affect the financial 
reports
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Add Compensating controls for:

Tracking privileged users activity

Ensuring segregation of duties

Monitoring Change Management

Detecting Internal Fraud in Banks
Account Takeover

Changes to account statement mailing frequency, search for 
dormant accounts, change of dormant account attributes

Customer Management
User changing a customer address and changing it back 
within a short period of time

Unauthorized Customer Limits Bypass
Consecutive credit limit change for same account, Change of 
credit limit and change back after a short period of time

Money Transfer Redirection
Money transfer without a reference information that explains 
the p po e of thi  t n fe  Mone  t n fe  t get o nt 

SDForum-42Copyright © 2008 illustro Systems International, LLC

the purpose of this transfer, Money transfer target account 
overwritten by unauthorized

Shell Accounts
Same address of two unrelated entities, Significantly high
amount transfer for this type of account
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Detecting Internal Fraud in Insurance

Customer Management
Changes of address, beneficiary, bank account details

P li i  M tPolicies Management
Policy parameter changed by member of a team not 
handling the customer, Changes to dormant policies or 
employees’ policies, unreasonable low tariff, twisting, 
Manual update of policy's tariff

Claims Processing
Unauthorized approval of checks, manual update of 
checks  changing bank account beneficiary  retroactive 
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checks, changing bank account beneficiary, retroactive 
addition of covered person to collective policy

Agents
Unauthorized changes to advance payment terms, 
Agent bonus terms changed by unauthorized, targets.

Detecting Information Leakage
Detection based on excessive customer information queries 
especially in the case of call-centers, where customer calls are random

Detection based on the way a user is searching for a customer 
for example: use of name based search instead of customer number based 
searchsearch
Detection based on relevancy of query type to the employee’s job

Users that are querying many VIP customer accounts
Users that are querying same VIP customer account multiple times

Privacy of VIP Accounts (celebrities)
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Users that are querying same VIP customer account multiple times
Searching for a VIP information by name 

(not by account number)
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A “Healthy Paranoia”

Abundance of inter-connectivity has 
brought us herebrought us here
Rethink tried-and-true processes
Look for information “leakage”
React wherever possible, but be sure to 
notify all appropriate
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notify all appropriate
Review, Respond, Repeat

A “Healthy Paranoia”
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